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ABSTRACT

The advent of mobile computing has drastically revolutionized the way in which we engage with
technology. This is because mobile computing offers accessibility and flexibility that were previously
unimaginable. The contemporary digital world presents a number of challenges that must be conquered
in order to make mobile computing a viable option. However, mobile computing does come with a
number of advantages. This article delves into the numerous problems and obstacles that arise in
the mobile computing environment, including technological restrictions, privacy issues, and security
risks. Concerns about personal data protection and security are among these issues. The research
aims to illuminate the intricacies of mobile computing and offer insights into possible methods and
solutions to mitigate these challenges by thoroughly analyzing them.

KEYWORDS: Mobile Cloud Computing, Virtualization, Personal Cloud

1. INTRODUCTION

Our work, communication, and business practices
have been profoundly affected by the introduction
of mobile computers. The proliferation of
portable electronic devices like smartphones,
tablets, and other such devices has given people
unprecedented freedom of movement and
location in accessing information and services.
However, there are a number of issues that arise
from this remarkable link that must be addressed.
Network limits, device compatibility issues,
privacy breaches, and cybersecurity threats are
just some of the hurdles that are present in the
ecosystem around mobile computing. These
challenges have the potential to prohibit mobile
computing from gaining widespread adoption
and effectiveness.

The challenges that the mobile computing industry
is currently facing are going to be thoroughly
investigated, and this introduction will establish
the framework for that research. We believe that
by identifying and analyzing these issues, we will
be able to provide a comprehensive understanding
of the complexities that are at play and highlight
how important it is to find solutions to these
challenges in order to make full advantage of
mobile computing technology.

Cloud computing, cloud infrastructure, current
research trends, and issues related to MCC are all
covered in this paper. The elements that make up
the MCC are as follows: suppliers of resources,
wireless channels, mobile computing devices,
and the cloud [2]. The Mobile Content Coalition
(MCC) is an organization whose mission is to

simplify things for customers so that they can
reliably access anything on their mobile devices
[3]. Mobile cloud computing may be broken
down into its most fundamental form, which is
a framework that allows resources to be accessed
on a mobile device, but computation and storage
services are handled outside of the device itself.
Cloud computing has several potential uses,
some of which are discussed in article [4].

When people think of mobile cloud computing,
one of the first things that comes to mind is
e-commerce, or the internet of things. Patients
are able to easily receive medical treatment
from physicians who are located hundreds of
kilometers away, which is another area that is
touched by multinational corporations.

Cloud computing has an effect on a variety of
mobile applications, including banking and
gaming on mobile devices. (5) [5] As a result
of the proliferation of smartphones and their
capacity to operate a wide variety of applications,
including online banking, image processing, and
video gaming respectively. Because they are
more advanced, they require a greater amount
of computer power. particular apps continue to
need a significant amount of computing power,
and in particular circumstances, mobile devices
reply slowly [6]. To find a solution to this
problem, the industry must first examine and
then adapt either its hardware or its software
to fulfill its requirements [7]. Deficiencies in
the design hinder the enhancement of hardware
resources, although software may be able to do
so. There is a possibility that we will migrate our
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calculation work to the cloud by utilizing a technique known
as computation transformation. The transition of computing to
the cloud increases the performance of programs, reduces the
amount of battery life that is consumed, and makes it possible
to utilize applications that are not suitable with mobile devices

[8].

In a great number of articles, the significance of MCC is
emphasized. There are two models and a strategy that the author
presents in order to successfully access the resources that are
presented in [15]. The authors of [9] and [10] examined the
challenges that are associated with the mobile cloud computing
industry. Also covered in this study are the aspects that affect
the MCC during cloud implementation, how cloud design
differs from mobile cloud architecture, and so on. Next, we’ll
go into the architecture in detail. Section 3 will offer a literature
review. Section 4 will showcase MCC models. Section 5 will
compare and contrast various mobile cloud models, outlining
their advantages and disadvantages. This research comes to a
close with a critical analysis, recommendations for the future,
and suggestions for improvements.

2. MOBILE CLOUD COMPUTING ARCHITECTURE
AND OFFLOADING

The provision of services to customers at prices that are cheap
is the major objective of cloud computing. By employing cloud
services, small businesses have the opportunity to get access
to resources and uncover new opportunities for growth. They
make the lives of mobile users simpler, enhance the processing
capacity of their devices, extend the life of their batteries,
provide a communication channel, and contribute to an
increase in the efficiency with which jobs are completed. The
two technologies in question are both susceptible to a number
of risks.

The most pressing problems that require fixing are the
following: poor battery life of mobile devices; communication
service issues; bandwidth delays; and network MCC latency. In
the cloud model, users may access a range of services, including
software as a service (SaaS), platform as a service (PAAS), and
infrastructure as a service (IAAS). You can observe the MCC’s
infrastructure in Figure 1. There are two ways in which mobile
devices can access cloud services under this architecture’s
framework. Make use of their mobile network’s cloud services
right away. Using the points of access listed below, gain access
to the cloud. Satellite connections or mobile networks are
used to establish connections between them and base stations
[11]. Through the establishment of connections to the internet
and the provision of connections, telecom networks make it
possible for customers to access cloud services through their
mobile devices.

The primary architecture is comprised of several components,
including mobile users, mobile operators, Internet service
providers (ISPs), cloud providers, and so on. In order to
establish a connection with the network providers, smartphones
that are equipped with Wi-Fi capabilities require either satellite
channels or base stations. The network providers and central
servers have the responsibility of processing the requests that

are received from mobile devices. The uppermost level of
the architecture, which is often located in the cloud, is where
processing takes place.

Mobile customers can take use of cloud services provided by
the network provider, which acts as a middleman.
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Figure 1: Mobile Cloud Computing Architecture

A large number of MCC applications make use of the cloud
and have direct connectivity to the internet. This is a condensed
perspective of the architecture, which can be seen in Figure 2.
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Figure 2: Detail View of Architecture

The offloading of computation is yet another essential
component of mobile cloud computing. Making judgments on
compute offloading on the cloud requires a thorough approach,
as shown in Figure 3, which highlights this matter.
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Figure 3: Offloading of Mobile Cloud Computing
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It is necessary for the user to provide permission before the
application may start. If the user gives permission, the network
connection is examined to determine whether or not it is a cloud
connection. It is possible to verify the availability of cloud
resources when a successful connection has been established.
After that, the next phase in the computation shifting process
involves determining whether or not it is reasonable to offload
the calculation in line with the user’s objectives. If it is feasible
to make the shift, it is conducted out; if it is not feasible, it is
carried out locally.

3. LITERATURE REVIEW
Market research shows that mobile and mobile cloud
computing have grown at a rate of 18.1% annually [15][12].
All of the storage efficiency comes from MCC. Because of this,
the MCC is now more energy efficient and uses less resources
overall. Numerous writers are disseminating the results of their
research on the topic of MCC. The function of the internet in
MCC is discussed by L. Zhon and B. Wang in [13]. Han Qi and
Abdullah Gani provided an account of the MCC’s framework
and construction [14]. In addition, they list other problems with
the MCC. The importance of mobile cloud computing has been
highlighted by the authors of many publications. A poll found
that the potential earnings from mobile cloud computing are
increasing every year, and they’re now at a rather high level
[12]. Recent results from the “Visiongain” research indicate
that MCC may expect to earn $45 billion in profit by 2016.
The design is shown in Figure 2. That would be [15]. Many
other industries make use of MCC, including but not limited
to: social media, multimedia search, applications using sensor
data, image and natural language processing, and many more
[15]. Below, you may see all of the MCC'’s properties.

1. “Break through the limitations in the hardware field.
Easy access of the data
Good Balancing of Load
Efficient word or Task Processing
Remove the regional restriction”

wokwn

1. What actually mobile cloud computing is?

“When talking about systems that combine processing and
storage of data in a mobile setting, the term “mobile cloud
computing” comes to mind. Actually, cloud computing, mobile
cloud computing, and wireless network computing are all
subfields of mobile cloud computing. Below, in figure 4(a), you
can see an explanation of the MCC idea.

Mobile
Computing

Cloud
Computing

Network
Computing

Figure 4(a): Combine Architecture Model

Different Features of Mobile Cloud Computing
The mobile cloud computing platform provides users with a
wide range of capabilities, such as multi-tenancy, virtualization,

mobility, flexibility, scalability, and mobile utility billing. An
in-depth illustration of the conveniences is presented in the
Figure 4(b) that has been supplied.
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Figure 4(b): Facilities or Features of Mobile Cloud

2. Why is Mobile Cloud Computing getting Hype?

Based on the findings of Gartner Group, the number of mobile
application downloads that were successfully completed at the
local level worldwide reached 17.7 billion in 2009. That is a
117% increase when compared to the number of downloads in
2010. According to the results of a survey, this growth will have
reached 185 billion by the time 2014 comes to a close [25].

MCC is driven by a number of different goals, including the
improvement of battery life and processing power, as well as
the elimination of limits on mobile devices that are currently in
use. Increase and improve the efficiency with which resources
are shared. A summary of the several models that have been
utilized may be seen below.

Private mobile cloud: With the usage of wireless internet, the
service provider gives the group of customers access to mobile
cloud resources.

Ad-hoc mobile cloud: An ad-hoc mobile network is formed by
the services offered to mobile users.

Mobile community cloud: Through the wireless internet, this
gives its clients access to resources for forming many mobile
social networking groups.

3. Mobile Cloud Computing Research
There is a vast variety of study disciplines and issues that are
covered by the MCC. Here is a list of a handful of them.

Engineering for MCC: Focuses on the MCC’s development
and applications.

Mobile Networking for MCC: The intelligent connections and
energy-efficient communication between computers, devices,
and networks are described in this field.

Mobile Cloud Infrastructure: with the creation of an
economical and energy-efficient mobile cloud model.

4. Generations of Mobile Cloud Computing
First Generation
One generation of architecture is based on the mobile personal
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cloud. Among the many benefits is the fact that all services
are launched and maintained by the MCC datacenter. An other
notable benefit and characteristic of this system is its scalability.
This function is closely related to synchronization as it affects
the synchronization of the mobile device’s and application’s
contents. Among the most crucial features of this technology
is its mobility capability [16]. You may learn about the original
personal mobile clouds in this picture. Figure 5 shows the
whole design of the first generation.

Personal
App. Store Cloud

Network Layer

Wireless
Internet

Mobile Device Laver

Figure 5: Personal Cloud infrastructures (First Generation
Model)

Second Generation

In order to build the second generation, mobile cloud
infrastructures must be cloud-based. The whole system,
including all of its services, is set up and maintained in the
MCC datacenter. New and enhanced features of the second
generation include always-on, on-demand service. This feature
allows us to know that the mobile cloud can get data, services,
and information when we need it. One more thing that second-
generation systems have is the potential to scale. The whole
second-generation design is shown in Figure 6.”

Enterprise
Public Cloud

Mobile Device Layer

Figure 6: Second Generation: Mobile Cloud
infrastructures

Third Generation — Services of Mobilecloud

A study disseminated by Virgin Media Business CEO Mark
Heraghty found that companies’ use of mobile phones has
changed significantly due to the rise in mobile data usage [17].
The four tiers that make up the third generation will be covered
in more detail later on. At the very top of the stack is the cloud
computing layer. Networking is the name of the second layer.
In addition, there are four layers: the mobile cloud layer, the
mobile layer, and the mobile layer.

/  Mobile Cloud Layer

H ‘_,/" ‘\\ o
m Mi‘s Mobile Cloud

Broadband MNaaS Network Layer

Access network (@)

Figure 7: Third Generation: Mobile Cloud Service
Infrastructures

Issues and challenges of mobile cloud computing

The author of the article [18] brings attention to several
problems and difficulties that are common in the MCC industry.
Some of the many aspects to think about include end-user
concerns, operations, security, data and application service
management, and more. We address many of the problems and
concerns related to MCC in this section. First, there existed
cloud infrastructure that could be accessed from anywhere.
Second, there is the matter of MCC'’s privacy. Mobility takes
third place. Sustainable computing takes fourth place. Mobile
SaaS engineering is the last stage.

Similar to the mining of gold, the collection of personal
information by mobile cloud computing providers has far-
reaching and long-lasting consequences. This leads us to
believe that clouds represent silver lines. The initial location
for the data storage was on the computer’s hard drive, a USB
drive, or some other device. But if the computer crashes or
the USB drive goes missing, all of the data will be erased as
well. Unfortunately, even if we utilize hard drives to store data
permanently, all of that data will be lost if the drive breaks. You
can keep your data safe and avoid these issues by storing it on
the cloud. Several issues related to cloud computing will be
raised in this context. In what follows, you’ll get a rundown of
all the issues.

1. Users are unaware of the actual location of their data,
which is provided on demand by cloud providers.

2. Should an issue arise with the data, the cloud provider
bears the responsibility for it; the user remains unaware
of any data harm and is unaware of any potential for
data recovery.

3. Another major issue with cloud computing is data
migration, which arises when a customer tries to switch
cloud providers. Furthermore, there is no assurance that
the data in the prior cloud will be totally clear if we
switch providers, which is another issue.

4. Another major problem arises when the cloud provider
is harmed; how can we get our data from there?

As a consequence of these cloud computing challenges and
problems, the MCC is facing a number of serious concerns,
which are sometimes referred to as mobility problems. This
suggests that mobile cloud computing collects personal data
from users of mobile devices, regardless of whether or not the
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data in question is safe. Consequently, we have arrived at the
conclusion that the most important problem in mobile cloud
computing is the protection of users’ privacy and security.

The next significant challenge that the MCC community
will face is how to deal with the physical dangers that are
posed by mobile devices that have been misplaced or stolen.
As a matter of fact, the mobile gadget is in danger of being
physically damaged. A user can improve the possibility that no
unauthorized person will be able to access the mobile device
by utilizing security measures such as a pin-based or password-
based system.

An further substantial challenge for mobile cloud computing
is presented by the fact that the Subscriber Identity Module
(SIM) cards can be removed from the mobile device and made
available to anybody.

These days, a great number of research papers on mobile cloud
architectures and infrastructures are being released. A handful
of the papers include discussions on the development of the
mobile thin-client architecture. Think Air [19], Hyrax [21], and
Think Air [19, 20] are some of the research articles that examine
thin clients at length. One is the second essential component
of the MCC infrastructures, which is related with computation
offloading and is outlined in the publication of the study [22].

4. TRENDS IN MOBILE CLOUD COMPUTING

In order to accomplish certain objectives, such as conducting
large calculations on the cloud owing to a lack of resources on
the local system or attaining resource and energy efficiency, a
variety of models are established. Therefore, the aims of a user
are what define which model to select. Certain models are more
advantageous than others because they have a greater number of
possible applications and satisfy particular user requirements.
There are four distinct categories that the models fall into.

1) Performance Enhancement Model

Increasing performance through the utilization of cloud
resources is the key objective of this concept. The offloading
of applications occurs on high-performance clouds, which are
characterized by speedier computing. It is helpful to have these
models.

a) Cloud cloning: A technique called “cloud cloning” offloads
a portion of the program to the cloud. In essence, it uses a
synchronization method.

Fat Client Application

Function A (I.;m Process)

Executer

i
[ Function B Result 1

Program End

Smart Phone

Figure 8: Cloud Cloning Model

Maintaining application consistency is as simple as pointing
the current clone to the program’s raw sections. Returning the
application to the smartphone is the last step after program
execution [23]. According to this model, the processing
power and accessible cloud resources dictate the processing
partitioning of apps. Figure 8 provides a detailed view of the
mobile cloud cloning process.

2) Energy Enhancement Model

By making efficient use of cloud resources, the fundamental
objective of these models is to cut down on the amount of
energy that is consumed by smartphones. Computing on the
cloud helps to decrease application overhead, which in turn
makes it possible to carry out computations that take a long
time.

a) (u) Cloud: This architecture supports dependability,
portability, and flexible operation by incorporating portions of
the application from many sources. A hybrid implementation is
when a single component is installed on a mobile device and
runs on the cloud at the same time. A graph is used to represent
the components, and the edges show the dependencies and
sequence of execution of each component. When a component
finishes running, its output becomes the next component’s
input. Until the final components are there, this process keeps

going.

3) Hybrid Application Models

Hybrid models aim to accomplish many goals, including
enhanced performance and reduced energy use. Since these
models may accomplish several goals with a single model, they
are more appropriate.

a) Think Air: This approach facilitates method-level
smartphone-to-cloud transition. By operating many clone
threads simultaneously on the smartphone, it offers high-quality
service. To offload resource-intensive processes to the cloud for
execution, programmers must describe them.

[ Application ]

Client
Handler

Profile

Execution
Controller

Application Server
| Application ]

Client Execution
Handler Controller

[ ovnamic objectinput stream | I

il

]

[ Application Profile

Smart Phone

Figure 9: Think Air Model

b) Cuckoo: The programming community will find this
approach easier to use and more adaptable. This is designed
to run on the Android OS. The developer must first establish a
project and write the code in order to construct an application
in Cuckoo. The next stage is to employ the current Android
approach, in which the computationally demanding portions
are divided and executed on the cloud.
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5. COMPARISON OF DIFFERENT MOBILE CLOUD
MODELS

There are benefits and drawbacks associated with each strategy;
nevertheless, they are all connected by the fact that the privacy
of cloud apps has not been taken into consideration. In the
following table, model comparisons are shown. A few of the
prerequisites that must be satisfied are detailed in the table that
can be seen below.

Model Ba S Latency | Platform | Pr MC

puCloud | Low | Low | Low Android | Low | Energy
Cuckoo | Low | Low | Medium Android | Low | High

Clone High | Low | Low Dal- Low | Performance
Cloud vikVM

Think Low | Low | Low NDK(Ja- | Low | High”
Air va)

Ba-Bandwidth; Mc-Model Category; Pr-Privacy;
S-Security
TABLE I - Model Comparison

6. PROS AND CONS OF MOBILE CLOUD COMPUTING
Cloud computing enables mobile cloud solutions for a variety
of reasons, including communication, scalability, and mobility.
These are only few of the reasons. A wide range of applications
may be found for cloud computing on mobile devices. The
MCC was successful in overcoming significant barriers, but
there are still certain problems that need to be addressed. Listed
below are a few advantages.

1. Battery Consumption: Heavy applications and growing
feature sets on smartphones quickly deplete battery life.
You may save time and battery life by computing in the
cloud.

2. Memory Requirement: This issue may be resolved
by storing and saving apps on cloud resources. The
materials are always available to the user, saving them
time and effort.

3. Privacy: The matter of privacy is significant. There is
an issue with cloud trust. Communication channels
or the cloud both employ encryption and decryption
mechanisms. Secure communication can be facilitated
with the usage of virtual private networks.

4. Scalability: Support for the scalability to add features
and modules for application enhancement must be
included in the construction of application models
for MCC. The MCC model and application domain
determine scalability.

7. CONCLUSION

To summarize, in order to fully exploit the promise of mobile
computing, it is necessary to effectively handle a number of
obstacles which must be overcome. The usability, reliability,
and security of mobile computing systems and applications may
be negatively impacted as a result of these challenges. There
are many other types of challenges that might arise, including
technology limitations, interoperability issues, security threats,
and privacy concerns. On the other hand, in the event that
preemptive measures are taken and appropriate regulations are
implemented, a significant number of these challenges may be
mitigated or even avoided entirely.

It will be essential for all stakeholders engaged in the
mobile computing ecosystem, including users, lawmakers,
and developers, to work together in order to address these
challenges. Because we place a higher focus on security,
privacy, and usability, we are able to construct a mobile
computing environment that is more resilient and user-friendly.
This environment will allow individuals and companies to take
advantage of the benefits that mobile technology offers while
simultaneously reducing the dangers that are associated with it.
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