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ABSTRACT

Credit cards emerged as a prevalent payment method due To advance technological
advances and expand e-commerce services. This has led to an increase in financial
transactions. Furthermore, a significant increase in fraud has resulted in increased
financial transaction fees. As a result, fraud research has proven to be a compelling
topic. This study examines the use of class weight hyperparameters to adapt the weights
of real and fraudulent transactions. Because real challenges such as unbalanced data
are considered, Bayesian optimization is used to identify the optimal hyperparameter.
We recommend Weight Voices as an initial measure of unbalanced data. DL is used to
optimize the proposed method of hyperparameters, especially the weight division, to
tfurther improve performance. Empirical data are used to evaluate proposed strategies in
the experimental environment. To handle imbalanced data records more eftectively, “we
use recall metrics in addition to traditional ROC-AUC”. Evaluate CatBoost, LightGBM,
XGBoost, and logistic regression separately using five cross-validation techniques. The
performance of the combined algorithm is evaluated using the majority voice ensemble
learning method. The results reveal that the recommended strategies work better than
the most advanced ones and make a big difference in performance.

KEYWORDS: Fraud detection, Banking system, “ML and DL Models like LightGBM,
XG Boost, Cat Boost, Neural Network and Hybrid model like LG + XG+ CAT, LG +
XG, LG

INTRODUCTION of fraudulent transactions in online

The The number of financial transactions
has gone up a lot in the last several years
since extra banks and credit unions
have opened up and online shopping
has become more popular. Fraudulent
transactions in internet banking are
more prevalent, although their detection
has consistently posed challenges. The
dynamics of credit card fraud have
consistently evolved in tandem with the
advancement of credit cards. An effective
fraud detection system must identify a
greater number of fraudulent cases while
maintaining high accuracy, ensuring that
all outcomes are correct. This will enhance
client faith in the bank, and the institution
will mitigate financial losses due to false
positives. This article addresses the issue

banking. numerous challenges exist
in detecting fraud, highlighting the
necessity for effective methodologies.
“The study advocates for the utilization
of ML techniques such as CatBoost,
LightGBM, and XGBoost, alongside
DL and hyperparameter optimization’
to enhance fraud detection efficacy. We
employ Bayesian optimization to detect
fraud and recommend the initial usage
of the weight-tuning hyperparameter to
cope with the issue of imbalanced data.
We recommend employing CatBoost
and unbalanced datasets. Furthermore,
we compare overall performance the usage
of F1 score and Matthew’s correlation
coeflicient (MCC)” metrics. The
consequences reveal that the proposed
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procedures . outperform the mounted methods. We
make use of publicly reachable datasets, and extra
students have to put up public get entry to supply
codes.

Aim: The aim is to develop a machine learning-based
model that accurately detects fraudulent banking
transactions by analyzing historical transaction data,
thereby improving the security and reliability of
financial systems while minimizing financial losses
and false alarms. The fraudulent detection in online
banking is done by using multiple kinds of ML and
DL models, such as LightGBM, XG boost, Cat boost,
and Neural network. Hybrid models like LG + XG+
CAT, LG + XG, LG + CAT, XG + CAT.

Objective: With the rise of digital banking and
online financial transactions, fraud in banking
systems has become increasingly sophisticated and
frequent. Detecting fraudulent activities such as
unauthorized transactions, identity theft and account
takeovers in real time poses significant challenges
due to the high volume of data, class imbalance
(very few fraud cases compared to legitimate ones),
and the constantly evolving nature of fraudulent
behavior. The objective of this project is to develop
a machine learning-based system that can accurately
detect fraudulent transactions in banking data.
The system must be capable of learning patterns
from historical transaction data and generalizing to
identify potential fraud in new unseen data. It should
XGBoost in conjunction with LightGBM to enhance
performance. The XGBoost technique is employed
due to its rapid training talents on large datasets and
its incorporation of regularization, which mitigates
overfitting via assessing model complexity. The
construction of the tree and hyperparameters is
expeditious. CatBoost is an additional algorithm
that we utilize. As it is superfluous to modify the
hyperparameters for overfitting management, it
also yields effective results. without altering the
hyperparameters in relation to other algorithmic
learning methodologies. “Integrate  CatBoost,
XGBoost, and LightGBM methodologies and assess
the effect of these combined strategies” on fraud
detection performance using real, unbalanced data.
Furthermore, we recommend employing DL for
the modification of hyperparameters, among other
adjustments. To evaluate the efficacy of the proposed

methods, we offer complete critiques making use
of empirical data. along with the frequently applied
ROC- AUC, we additionally include remember
precision to extra correctly deal with address issues
such as data imbalance, feature selection, and real-
time detection requirements while minimizing false
positives and false negatives.

MATERIALS AND METHODS

The Materials and Methods section should be brief
and concise with sufficient technical information.
Only new methods should be described in detail.
Cite previously published procedures in References.

RESULTS

We use the stratified 5-fold cross validation method
and the boosting algorithms with the Bayesian
optimization method to evaluate the performance
of the proposed framework. We extract the
hyperparameters and evaluate each algorithm
individually. We examine the algorithms in triple
and double precision. The comparison results are
presented in table 1.

Model Accuracy AUC  Recall Precision Fl-score MCC
Log Reg 0.97474 0.9587 | 0.8733 | 0.7361 0.1145 0.2246
LGBM 0.99914 0.9481 | 0.7992 | 0.7539 0.7696 0.7724
XGB 0.99922 0.9519 [ 0.7951 | 0.7363 0.7832 0.7867
CatBoost 0.99878 0.9393 | 0.8098 | 0.7673 0.7069 0.7159
Vot_ 0.99926 0.9502 | 0.8035 | 0.7228 0.7829 0.7844
Lg,Xg, Ca

Vot_Lg, 0.99928 0.9525 | 0.8013 | 0.7326 0.7903 0.7926
Xg

Vot_g, Ca | 0.99924 0.9493 | 0.8099 | 0.7613 0.7824 0.7856
Vot_Lg, 0.99914 0.9456 | 0.8076 | 0.7262 0.7583 0.7623
Ca

Most studies in the literature rely on AUC diagrams
to evaluate performance. However, as can be seen
from the ROC-AUC curve in Fig. 3, the value of AUC
in severely unbalanced data is not a good evaluation
metric. It is influenced by the real positives and
considers the negatives irrelevant. According to the
ROC-AUC Fig. 3, the logistic regression algorithm
0.9587 has the highest number of fraud detection.
but it has the lowest value in other criteria.
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Fig. 3: ROC_AUC curve
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The precision-recall curve is illustrated in Fig.4 and
shows the system performance in a more precise
manner compared with the ROC-AUC curve. The
highest value belongs to the combination of the
CatBoost and LightGBM algorithms with a value
of 0.7637, and the lowest value belongs to logistic
regression and is 0.7361.

Fig. 4: Precision_Recall curve
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Comparing the precision, recall, and F1-score as well
as the MCC, the algorithms used are shown in Fig.5.
The best performance is related to the combination of
lightGBM and XGBoost algorithms, which have an

MCC value 0f 0.79 and F1-score of 0.79. In individual
algorithms, XGBoost has the highest values.

Fig. 5: Performance comparing algorithms with
different evaluation criteria
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DISCUSSION

The precision-recall curve is illustrated in Fig.4 and
shows the system performance in a more precise
manner compared with the ROC-AUC curve. The
highest value belongs to the combination of the
CatBoost and LightGBM algorithms with a value
of 0.7637, and the lowest value belongs to logistic
regression and is

CONCLUSIONS

The conclusion of the paper is that the use of Cat-
Boost, LightGBM, XG-BOOST and DL of fine dollars
of hyperparameters to significantly improve the
performance of fraud detection in real unmistakable
data records. This proposed method can find false
transactions in banking data and reduce the high
cost of banking transactions related to fraud. The
results show that the recommended strategies work
better than the others and change the big difference
in performance. This research recommends that
alternative hybrid models can be used for future
work, and more hyperparameters can be changed
in the Cat Boost field, especially the number of trees
that can improve the performance of this proposed
model. The fact that MCC can provide reliable
results for heterogeneous data has shown that it
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is stronger than other evaluation criteria. We got
0.79 and 0.81 for the DL method by using both the
LightGBM and XG boost methods in this research.
Using hyperparameters to fix data imbalance is
preferable than using sample methods since it Speeds
up the system of evaluating algorithms and uses less
memory. We endorse adopting greater hybrid fashions
and running especially withinside the place of Cat
raises through adjusting greater hyper parameters,
especially the quantity of bushes hyper parameter,
for destiny research and development. Also, due to
the hardware regulations on this investigation, the
usage of higher and more potent hardware can also
additionally cause advanced consequences that may
be as compared to the consequences of this study..
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All the tables and figures should be in the text at
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table format.

Tables must have titles and sufficient empirical
detail in a legend immediately following the title
to be understandable without reference to the text.
Each column in a table must have a heading, and
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the legend. Please number the tables.
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containing sufficient detail to make the figure easily
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clearly labeled with appropriately sized type.
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